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Circular

Circular No. 13- 05 (CR)

Guidelines on the Protection of Personal Data
1. Six Data Protection Principles

Comply with the six data protection principles in the
collection, use and handling of personal data.

2. Collection of Personal Data

Collect personal data from a data subject only foa purpose
necessary for the performance of estate agency worflor
that data subject.

Provide a Personal Information Collection Statemenbefore
collecting personal data.

3. Use of Personal Data

Do not use such personal data for any other purpos
without the prescribed consent of that data subject

Do not sell or transfer personal data to a third paty
without the data subject's prior written and voluntary
consent.

Do not disclose personal data obtained from the ese
agency company without the company’s consent.

Provide a written Privacy Policy Statement.

4. Handling of Personal Data

Ensure that personal data held is protected againg
unauthorized or accidental access, processing orasure.

Safeguard documents containing personal data fronoks or
unauthorized access when the documents are taken ayy
from the office.

Dispose of documents containing personal data propg
after use.

5. Direct Marketing

Provide prescribed information to a data subject ad obtain
his consent before using his personal data in diré
marketing.
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Inform the data subject that he has the right to rguest the
data user to cease to use the data for direct markieg when
using a data subject’s personal data for the firstime.

Protection of Personal Data

Introduction

1.

The Personal Data (Privacy) (Amendment) Ordira2012
amended the Personal Data (Privacy) Ordinance (@8p6)
(“PDPQO”) to enhance the protection of privacy rgim relation
to personal data and introduced, among other clsarmenew
regulatory regime on direct marketing. This Cietukets out
matters to which licensees must pay attention gpeet of the
collection, use and handling of personal data, #red use of
personal data for direct marketing, in order to pynwith the
PDPO. This Circular supersedes Circular No. 11€R).

The Six Data Protection Principles (“DPPs”)

2.

Licensees are reminded that with regard to tileation, use and
handling of personal data, they are required topdpmwith the
six DPPs which, in brief, are as follows:

Purpose and Manner of Collection of Personal Data

DPP 1: Personal data shall only be collected fotawaful
purpose directly related to a function or activfythe data user.
Only personal data that is necessary for, or dyreetated to that
purpose should be collected, and the data colleshedild be
adequate but not excessive for that purpose. Thans of
collection shall be lawful and fair, and the dat®djects shall be
informed of the purpose of collection and the aassf persons
to whom the data may be transferred.
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Accuracy and Duration of Retention of Personal Data
DPP 2: All practicable steps shall be taken to enghat the
personal data is accurate. The personal data sbalbe kept
after fulfilment of the purpose for which the deaised.

Use of Personal Data

DPP 3. Personal data shall not, without the prbesdriconsent
of the data subject, be used for any purpose atii@n the
purpose for which it was originally collected ormr fa directly
related purpose.

Security of Personal Data

DPP 4. All practicable steps shall be taken to emsthat
personal data held by a data user is protectednsigai
unauthorized or accidental access, processingureras other
use.

Information to be Generally Available

DPP 5: All practicable steps shall be taken to endhat a
person can ascertain a data user’s policies andtigea in
relation to personal data.

Access to Personal Data
DPP 6. Data subjects shall have the right of actessand
correction of, their personal data.

Collection of Personal Data

3.

Licensees should collect personal data fromta dabject only
for a purpose necessary but not excessive for ¢hi@nmance of
estate agency work for that data subject.

On or before collecting personal data, suchoasghfe signing of
an estate agency agreement, licensees should prtuvithe data
subject a Personal Information Collection Statem@RICS”)
stating clearly the purpose of collecting the datkasses of
3
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persons to whom the data may be transferred, corsegs of
failing to provide the data and right of accesth®data. When
preparing a PICS, licensees may refer to the guielin the
leaflet “Preparing on-line Personal Information IEclion

Statements and Privacy Policy Statements” (“Legfissued by
the Privacy Commissioner for Personal Data (“PCRMhich

may be downloaded from the PCPD website (www.paegcdk),

and are advised to seek legal advice, if necessary.

5. In the course of carrying out estate agency wocdensees may
need to collect identity card numbers and copieslaftification
documents from the vendor pursuant to section 18¢3jhe
Estate Agents Practice (General Duties and Hong gKon
Residential Properties) Regulation (“Practice Ratjoh”).
Licensees are reminded that they should observeulidelines
set out in the “Code of Practice on Identity Cardniber and
other Personal Identifiers” issued by the PCPD,clvhmay be
downloaded from its website. The vendor shouladésed of
the purpose of collection, and licensees should #lkpracticable
steps to ensure that the copy of the vendor’s ityecdrd or other
identification document is kept securely and thas idestroyed
after the fulfilment of the purpose (e.g. upon ctetipn of the
sale and purchase).

Use of Personal Data

6. In general, licensees should use the personal thata collect
from a data subject only for purposes relatinghe discharge of
estate agency work for that data subject.

7. Licensees should note that under the PDPO, “usefelation to
personal data, includes “disclose” or “transfe® thata. Unless
data subjects expressly and voluntarily consec¢énbees should
not disclose or transfer the personal data of dataects to
another estate agency company or use such dat@dwmrown
private purposes.
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8. Licensees should not disclose any personal dasadafta subject
obtained from their estate agency company withobé t
company’s consent. Licensees should note thatruhde”DPO,
it is an offence for a person to disclose any psabkdata of a data
subject obtained from a data user without thedatt@nsent and
with an intent to obtain gain or cause loss todam subject. It
Is also an offence if the unauthorized disclosurespective of
its intent, causes psychological harm to the daltjest.

9. Licensees shouldchot sell or transfer personal data of data
subjects to a third party for monetary or in-kiradrgor otherwise,
unless they have informed the data subjects iningribf the
kinds of personal data to be sold or transferretitarwhom their
personal data will be sold or transferred, obtaitleeir prior
written and voluntary consent for such sale or gfan and
complied with the relevant requirements in the PDPO

10. Licensees introducing other services, such as legahortgage
services, to data subjects should therefore olhain express and
voluntary consent before transferring their pertatea to the
service suppliers, such as legal firms or finanicistitutions.

11. Licensees may from time to time collect an indiatk personal
data from a source other than the individual hifn$et example,
the personal data of the registered owners of ptiegeobtained
through the Land Registry. Licensees should nbeg the
source of the information may specify the purpasewhich the
personal data may be used, and the source mayocewvdain a
specific prohibition against the use of the persdada for direct
marketing activities. Licensees using the persotata so
obtained beyond the specified purpose or agairstsgecific
prohibition may breach the PDPO.

! As per section 64(3) of the PDPO, the maximum [terfar these two offences is a fine of
$1,000,000 and imprisonment for five years. Liemssmay refer to thdnformation Leaflet:
Offence for Disclosing Personal Data Obtained with@onsent from the Data Usei$sued by the
PCPD, which may be downloaded from its websiteniore information on this offence.
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Licensees should provide their clients with a enttPrivacy
Policy Statement (“PPS”) stating the kinds of paedalata held;
the main purposes of using the personal data; aadtiges

related to the personal data, such as the retem@riod and
security measures in place. When preparing a RéSsees
may refer to the guidelines in the Leaflet; andadeised to seek
legal advice, if necessary. The PPS and privaagtimes should
generally be made available to clients by, for gxamdisplaying

them on the company’'s website. Training shouldo ate

provided to staff on the agency's policies and ficas on

personal data privacy and protection, and on upgdaié

requirements and guidelines issued by the relesathiorities.

Handling of Personal Data

13.

14.

Licensees should take all practical steps to ensatedocuments
containing personal data are kept securely to pitetreem from

being seen or obtained by unrelated parties. Steps may
include restricting access to these documents eed-to-know
basis and putting in place appropriate informatienhnology
security measures to safeguard personal data storgdctronic
form to avoid the leakage of data. Licensees amginded to
observe the guidelines set out in Circular No. 09@R) issued
by the Estate Agents Authority (“EAA”) regardingfanmation

security and privacy protection.

The management of estate agency companies shauhdlfde a
policy in which it will specify the period of retean of personal
data having regard to statutory requirements anplicable
guidelines issued by the EAA: for example, the nexjunents of
DPP2(2) and section 26 of the PDPO and section &(2he
Practice Regulation, which requires a licensedtessgent to
keep a record of all listings of residential prdgs received by
the agent and to keep a copy of all estate agegoyements
entered into in relation to residential properti@snot less than
three years after the listings were received or dgeeements
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entered into, as the case may be.

When it is necessary to take documents containgrggmal data
such as provisional agreements for sale and purahiagenancy
agreements away from the office, licensees shoale tall

practicable steps to safeguard the documents fross lor
unauthorized access by third parties.

Licensees should ensure that personal data callestteuld be
erased after the fulfilment of the performancehef ¢state agency
work for that data subject, unless it is necesfaryhe licensees
to retain such data pursuant to statutory requinésneor
applicable guidelines issued by the EAA. Likewipersonal
data stored in computers or other devices (e.g.ilenq@hones)
which will not be used anymore should also be thghty erased.

Licensees should not dispose of documents contpip@rsonal
data carelessly by, for example, leaving copiedaofl search
records obtained from the Land Registry in publacps. When
supplying copies of land searches to the partiescemed,
licensees should remind them to handle the landclsezopies
properly as they may contain personal data, andigpose of
them properly after use.

Direct Marketing

18.

19.

Licensees using or transferring personal datalerpurpose of
direct marketing must comply with the requiremesftthe PDPO
and, in particular, the provisions in Part VIA

A data user who intends to use a data subjectsopal data in
direct marketing must take specified actions andaiobthe
necessary consent from the data subject beforg tisenpersonal

2 Under a grandfathering arrangement and subjefitlfitment of certain conditions as mentioned in
section 35D of the PDPO, the new requirements d@pply to personal data legitimately collected
and used in direct marketing before Part VIA of Bi2PO came into operation on 1 April 2013.
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datd. As required by section 35C of the PDPO, the damtr
must provide certain prescribed information and esponse
channel for the data subject to communicate hisseoh or
indication of “no objection” to the intended uselo$ personal
data in direct marketing The prescribed information, which
must be presented in a manner that is easily utathelzble and
readable, includes:

(a) the data user intends to use the personal datheoflata
subject in direct marketing;

(b) the data user may not so use the data unless thauser
has received the data subject’s consent to thedeteuse;

(c) the kinds of personal data to be used,;

(d) the classes of marketing subjects in relation tackvithe
data is to be so used; and

(e) a response channel through which the data subjagt m
without charge by the data user, communicate tha da
subject’s consent to the intended use.

20. A data user must, when using a data subject’'s palsiata in
direct marketing for the first time, inform the datubject that he
has the right to request the data user to ceagsetdhe data for
direct marketing purposes. Data subjects mayexsccise their
opt-out right at any time irrespective of any praamsent given.
Upon receiving an opt-out request communicated ratever

® A data user who fails to undertake the requisitéons or uses personal data in direct marketing
without the data subject’'s consent commits an a#feimder the PDPO. The maximum penalty is a
fine of $500,000 and imprisonment for three years.

For a data user’s use of personal data in direoketing, consent from the data subject may be
obtained either in writing or orally. Where anlaransent is obtained from a data subject, a writte
confirmation must be sent to the data subject willdl days after the oral consent is obtained.

A data user who intends to provide a data sulsjgmtsonal data to a third party for use in direct
marketing is required to meet additional requiretaens set out in sections 35J and 35K of the
PDPO.
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manner, including orally or in writing, the dataeusnust, without
charge, cease using the data.

Estate agency companies engaged in direct markattigities
should have an adequate policy or practice in fdoceomply
with the requirements of Part VIA of the PDPO, andintain a
list of all individuals who have indicated that yh&o not wish to
receive further marketing approaches (“opt-out)list

The opt-out list should be distributed to all stafio undertake
direct marketing activities in the most practicati&fficient way,
such as by means of a computer network, and theHmuld be
updated as and when an opt-out request is received.

Subject to compliance with the Estate Agents Omtea(Cap.
511) and its subsidiary legislation, EAA’s guidela on the
retention of documents with respect to money latinge or

other applicable laws and regulations concernimgrétention of
personal data or the document containing persoasd, dhe
personal data of any individual who chooses nogteive further
marketing approaches should be erased from théeakdaor other
records of the agency, so that his personal ddtanavionger be
available for use.

If an estate agency company conducts its busihessgh branch
offices, each branch office should maintain its ospt-out list
and the head office should prepare a consolidgteawt list for

all branch offices and inform them of the updategifoon on a
continuous basis. Estate agency companies sholdd a
formulate guidelines on the undertaking of direcarketing
activities by their staff and provide training ttaf§ regarding
accessing and updating of the opt-out list, prop®rketing
approaches and due observance of the relevantspyosiof the
PDPO in respect of their direct marketing actigtie
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25. Without prejudice to the observance of the requaei® set out
above, licensees using a data subject's persoral idadirect
marketing (whether by making telephone calls, mdax,
electronic mail or other means of communicationstmabserve
the following:

(@) check the opt-out list to ensure that the dataesultjas not
requested for ceasing the use of his relevant parstata
for direct marketing purpose every time before
approaching the data subject;

(b) inform the data subject of his opt-out right whesing the
data subject’s personal data for the first timedirect
marketing; and

(c) record the opt-out request of the data subjece ifdguests
not to receive further marketing approaches ancigpthe
opt-out list.

26. Licensees are reminded to observe the guidelingésmaplement
measures as stated in the guidance note entitled ‘Guidance
on Direct Marketing” (“Guidance Note”) or any othguidance
notes as may from time to time be issued by thePGR the
subject. The Guidance Note may also be downlo&awed the
PCPD website.

If a licensee is found to have breached the PDP@&rcollection,
use or handling of personal data, he may also hes@&ched the Code of
Ethics issued by the EAA in failing to refrain fromativities which may
infringe the law and in failing to protect his cli&s interests. In
addition, pursuant to section 15 of the PracticeguRdion, the
management of an estate agency company should liglstaroper
procedures or systems to supervise and managat® egency business
to ensure that the company and its staff compli wie above guidelines
in respect of the collection, use and handling efspnal data, and in
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direct marketing. Licensees who fail to obsenadhidelines set out in
this Circular may be subject to disciplinary actimnthe EAA.

July 2013

Attention: Licensees should note that the guidslicentained in this circular only set out
certain matters which licensees must pay atterttidn their collection, use and handling jof
personal data, and the use of personal data foedirmarketing with regard to the
requirements of the PDPO, and they are not meahetexhaustive. Licensees are advised
to read the full text of the PDPO, which is avallaht www.legislation.gov.hk, for a better
understanding of the provisions which may be reletva and are required to be observed
or complied with in their practice.

Holders of Statements of Particulars of Business
should bring this Circular to the attention of sttff
engaged in estate agency work.
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